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ABSTRACT
People get in touch with automated systems every day in both private and professional settings. The
number of automated systems is increasing through the increasing penetration of digital technology,
and information infrastructures are becoming more and more complex. The reason why a system
“behaves” as it does is not always obvious–especially not for inexperienced users. Normally, this is
not really a problem, but as soon as exceptions occur, the situation and the handling of the system
can quickly overwhelm inexperienced users. In this position paper, we will outline possibilities for
supporting non-expert users in such situations by using augmented and virtual reality.
CCS CONCEPTS
• Human-centered computing → Mixed / augmented reality; Virtual reality.
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Figure 1: Different automated systems.
Kettle by Dennis Sylvester Hurd, Public
Domain. Mowing roboter by Gordon Milligan, CC BY 2.0. Manufacturing Shot by
Land Rover MENA, CC BY 2.0.

INTRODUCTION
Autonomous, connected and ubiquitous systems–often called cyber-physical systems (CPS)–are
“physical and engineered systems, whose operations are monitored, coordinated, controlled and
integrated by a computing and communication core.” [13]. It is assumed that "just as the Internet
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transformed how humans interact with one another, cyber-physical systems will transform how
we interact with the physical world around us” [13]. Cyber-physical production systems (CPPS),
for example are considered a technological approach to the challenges of manufacturing within
interwoven supply chains and manufacturing locations [8]. They involve closing the gap between
data-, technology- and process-driven manufacturing [3, 13]. Designed as CPPS, CPS offer connected,
intelligent production plants, which (a) link the embedded systems of machinery and equipment
with Internet-based infrastructures, (b) gather sensor data, and (c) operate actuators. Originally, CPS
originated in mechanical-engineering contexts, where the human user plays a subordinate role and
users were meant only to monitor the system’s output or its physical actuators. Beside manufacturing
and complex production lines, there is a wide range of automated systems people get in touch with
every day, like electric kettles, street lighting, mowing robots, translation software, and autopilot in a
plane. Some of these examples affect only a specialized group of people; others affect most people.
Over all, the number of automated systems is steadily increasing through the growth of digitization,
and some systems are not even perceived by users. In some cases, people do not really care about
how a system works until there is an exceptional sitation [14]. Even in such cases, it is questionable
whether the user really needs to know how the systems works in detail or whether it is sufficient to
provide information about how to deal with the exceptional state. In this position paper, we consider
how augmented and virtual reality can be used to get a deeper understanding of a system’s “behavior”
and how users can deal with infrastructure breakdowns.
BREAKDOWNS AND EXCEPTIONAL STATES
When considering breakdowns, we distinguish between an actual breakdown and a perceived breakdown. During an actual breakdown, the CPS is not able to deliver the service it is expected to provide,
often because parts of the technologies have become inoperable [10]. During perceived breakdowns,
the system does provide its service technologically, but not to the level of its user’s expectations. In
complex systems, exceptional states and breakdowns may not be detected until it is too late. The
reasons for such states vary considerably, and the number of the reasons for these states also increase
with the increasing complexity of the system. In most cases, identifying the reasons for a breakdown
requires a deep understanding of the system because the reasons are often not as obvious as, say, a
kettle which does not heat water because it is not plugged in. States that have never before occurred
are often much more critical because common problem-solving practices or workarounds may not be
compatible with the new problem. Even if the user is able to identify the problem, he or she may not
know how to fix it. A good manual could help with the identifying and fixing of problems, but the
user needs to switch the focus from the manual to the system, back and forth. If there is no (good)
manual, the non-expert user needs to find an expert to return the system to its normal operation
state–especially in professional settings such as manufacturing.
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AUGMENTED AND VIRTUAL REALITY

Figure 2: Realitiy-Virtualilty Continuum
[11]

Augmented reality (AR) superimposes the perception of the user with digital information, like text,
pictures, videos, or sound. This additional information is interactive in real time and is registered in
three dimensions [1]. Overall, users still perceive their real surrounding, see figure 2. Maintenance
is one of the most common research fields in which AR has been proven beneficial [12]. Common
devices that encompass AR include head-mounted displays, smart glasses, or general smartphones or
tablets.
On the other hand, virtual reality (VR) uses special VR-glasses to place the user in immersive computer simulations [2]. While users wear these special glasses, they cannot see their actual surroundings,
see figure 2. This allows VR to simulate almost every situation one can think of.
DIVING INTO THE SYSTEM THROUGH VIRTUAL REALITY
Expertise about how a system works and knowledge of what (input or environmental) parameters can
influence its output and “behavior” are crucial for identifying the reasons for potential breakdowns or
exceptional states [9]. Users obtain such expertise in many different ways. One promising method
involves the use of computer simulations. In simulations, digital twins are used to simulate physical
systems. The twin has exactly the same properties and reacts the same way the physical system does.
With appropriate visualizations, relations between different parameters and the system’s behavior
which are not self-evident can be made visible to the user. All parameters can be modified, and
the consequences can be observed without having negative physical impacts on the real system.
The simulation allows users to obtain an overview of complex, interconnected systems by showing a
detailed miniature view or getting insights into a machine while operating. For a particularly immersive
experience of simulations, VR glasses can be used. In a VR environment, users can view and interact
with the digital twin in a natural and immersive way. [7].
In addition to using VR for obtaining a deeper understanding of a system, one can also use it to
learn how to react to an exceptional state of a system. For example, an exceptional state which occurs
regularly, is simulated and the user needs to fix it interactively in the VR simulation. Depending on
the knowledge of the user, VR systems can provide information about the state and why a system is in
a current state. Furthermore, potential solutions for fixing a problem can be provided in an immersive
way. With a realistic simulation of an exceptional state and a matching solution for fixing it, a user
can be prepared for real-world scenarios.
GETTING HELP IN-SITU WITH AUGMENTED REALITY
Identifying the reason for a breakdown or an exceptional state is often difficult for a non-expert user
[9]. Augmented reality can be used to support users during exceptions by comparing the current
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parameter values with target values [4], which allow users to easily assess mismatching parameters.
An advanced AR system could support the interpretation of situations and propose solutions for fixing
the problem–without a need for human interpretation. Thus, AR can place digital information, like
annotations or animations, in the field of view of users while they are looking at the CPS. The overlay
of the information does not require the user to switch between physical manuals and the system
itself; therefore, the user can focus on handling the problem.
One of the largest challenges to providing AR support is the issue of content creation. The designer/creator may not fully know in advance what system states can occur (as a CPS highly dependent
on its physical environment) and how to fix them and may therefore not fully know how to create
matching AR content. A possible solution could be to rely on community- and user-generated content.
Experts or even non-experienced users who have fixed a problem could record their activity with an
explanation of the underlying problem. While recording the performed actions, their positional data
could be saved and attached to a specific position at the physical system. The non-expert user could
then look at a list of previously recorded or predefined solutions, and the system cloud guide her or
him through the process of fixing the problem.
Figure 3: Augmented lathe.

REMOTE SUPPORT WITH AUGMENTED REALITY
If there is an infrastructure breakdown or exceptional situation for which no obvious or pre-defined
solution is available, AR–especially smart glasses–could be used to receive support from an expert
who is not on-site [6]. Most smart glasses have an integrated camera which records the user’s field of
view and which can be transmitted to a remote expert in real time. The remote expert can thus assess
the same situation as the local person. The remote person is able to guide the local one through the
process by voice and visual annotations which are shown in the field of view of the local person.
In addition, AR and VR can be combined for remote support. Thus, the remote expert sees the
digital twin of the system in VR. In this simulation, the expert performs the required steps to solve a
problem. All performed actions can be transmitted and made visible on the local site via AR [5]. In
this way, the remote user can guide the novice as if they were on-site together.
LIMITATIONS AND CHALLENGES
This paper presents only first considerations with regard to using AR/VR to support the handling of
infrastructure breakdowns. There are currently several limitations and challenges involved in using
AR and VR to provide non-expert users with the knowledge and feedback they need to deal with an
automated system in exceptional situations. First, technical limitations in AR and VR technology such
as low computing power or insufficient tracking accuracy of mobile AR devices hinder full support
of the scenarios outlined. Furthermore, an automated system needs to be aware of its “inner self”
and its physical environment. Often, automated systems only monitor parameters that are directly
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related to the solution of a given problem. If they are aware, they also need to provide any interface
for “talking” with the outer world. Such interfaces are required to get information from the system to
an (AR) application and may have to be “retrofitted” which can also lead to a more complex situation.
Another large challenge is the handling of AR and VR itself. For most people, AR and VR are still
not familiar; thus they first need to know how to handle such applications. Potential applications
therefore need to be as self-explanatory as possible to help people rather than confusing them and
creating a more stressful situation. The next step is to implement AR support for operating complex
3D-printer technologies. These are already widespread but rarely used technologies by inexperienced
users.
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